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Abstract

Federated Learning (FL) offers a compelling paradigm for training machine learning
models across multiple healthcare institutions without centralizing sensitive patient data.
By enabling local training and sharing only model updates, FL promises to reconcile
clinicians’ need for large, diverse training populations with legal and ethical constraints on
data sharing. However, practical deployments must carefully balance privacy (minimizing
leakage of patient information) and predictive accuracy (learning performant models
under non-i.i.d. data, heterogeneity, and limited labels). This article presents a
comprehensive, scholarly framework for federated learning in healthcare. We synthesize
theoretical foundations (optimization and privacy guarantees), examine system-level
techniques (secure aggregation, differential privacy, cryptographic protections), survey
domain-specific considerations (EHRs, medical imaging, genomics), and analyze trade-
offs that institutions must make when adopting FL. We also provide practical guidance for
implementation, evaluation metrics, and prospective directions covering personalization,
fairness, adversarial robustness, and nascent quantum-assisted approaches.
Throughout, we emphasize operational constraints in regulated environments (HIPAA,
GDPR) and propose guidelines for achieving an acceptable balance between data
privacy and predictive accuracy in multi-institutional clinical collaborations.

Keywords: federated learning, healthcare, privacy, differential privacy, secure
aggregation, model personalization, non-lID data, medical imaging, electronic health
records.

1. Introduction

The promise of machine learning (ML) in healthcare hinges on access to large, diverse,
and representative datasets. Yet privacy regulations, institutional policies, and patient
trust limit centralized pooling of medical records, imaging datasets, and genomic data
(Rieke et al., 2020; Sheller et al., 2020). Federated learning (FL) is a distributed training
paradigm in which participating institutions (clients) train local models on their private data
and share model updates rather than raw data with a coordinating server or via
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decentralized aggregation. FL thereby addresses privacy constraints while enabling multi-
institutional learning (McMahan et al., 2017; Kairouz et al., 2019).

However, FL introduces new technical and operational challenges. Clinical data are highly
heterogeneous (varying recording practices, device modalities, population
demographics), leading to statistical heterogeneity (non-1IDness) that impedes naive
aggregation algorithms such as FedAvg (McMahan et al., 2017). Moreover, recent work
has demonstrated that model updates can leak sensitive information about training
examples unless robust privacy mechanisms (differential privacy, secure aggregation) are
applied (Fredrikson, Jha, & Ristenpart, 2015). In addition, strict regulatory requirements
(HIPAA, GDPR) impose audit, transparency, and data-subject rights obligations that
influence FL design choices.

This article develops an end-to-end framework for federated learning in healthcare that
explicitly addresses the trade-offs between privacy and predictive accuracy. We
synthesize algorithmic approaches, privacy and cryptographic defenses, evaluation
strategies, and real-world considerations to guide researchers and practitioners toward
implementable, auditable, and performant FL systems.

2. Background and Prior Work
2.1 Federated learning fundamentals

Federated learning refers broadly to training procedures where (1) data remains local to
clients, (2) clients compute updates to a shared model, and (3) updates are aggregated
to produce new global models (McMahan et al., 2017). FL variants include cross-device
FL (millions of mobile clients with intermittent connectivity) and cross-silo FL (tens to
hundreds of reliable institutional clients, typical in healthcare) (Kairouz et al., 2019).
Foundational algorithms include FedAvg, which averages model weights computed at
clients after several local SGD steps, and subsequent extensions (FedProx, SCAFFOLD,
FedOpt) designed to mitigate system and statistical heterogeneity (Li et al., 2020;
Karimireddy et al., 2020).

2.2 Privacy risks in FL

Although FL avoids raw data sharing, model updates can reveal training data via gradient
inversion and model-inversion attacks, enabling reconstruction or membership
inference of patient records (Fredrikson et al., 2015; Nasr et al., 2019). To mitigate this,
research integrates differential privacy (DP) adding carefully calibrated noise to updates
to bound leakage and secure aggregation protocols (Bonawitz et al., 2017) to prevent
the server from observing individual updates. Both defenses trade off utility (model
accuracy) and operational complexity.
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2.3 Federated learning in healthcare

Applications of FL in healthcare include multi-institutional imaging studies (radiology,
pathology) where FL reduces the need to transfer pixel data while improving model
generalization (Sheller et al., 2020; Rieke et al., 2020). FL has also been applied to EHR-
based risk prediction, where institutions collaborate to learn robust models for mortality,
readmission, or sepsis without pooling PHI (Brisimi et al., 2018). Domain literature
highlights the tension between achieving clinical-level performance and preserving strict
privacy and compliance constraints (Rieke et al., 2020).

2.4 Related technical domains

FL draws on several related areas: secure multiparty computation (MPC) and
homomorphic encryption (for encryption of updates), differential privacy for formal privacy
bounds (Dwork & Roth, 2014), and personalization methods (fine-tuning, meta-learning)
to adapt global models to local distributions (Smith et al., 2017). Systems research
addresses communication efficiency (compression, sparsification), orchestration, and
fault tolerance (Konecny et al., 2016; Sattler et al., 2019).

3. Problem Formulation: Privacy—Accuracy Trade-off
3.1 Learning objective under constraints

Consider (N) institutions (clients) (i=1..N), each with local dataset (\mathcal{D}i). The

federated objective seeks to minimize a global loss:
[
\min{w} F(w) = \sum_{i=1}"N p_i F_i(w),

]

where (F_i(w) = \mathbb{E} {x\sim \mathcal{D} _i}[\ell(w; x)]), (p_i) are weights (often (p_i
= \mathcal{D}_i|Asum_j [\mathcal{D} j|)), and (\ell) is a loss (classification cross-entropy).
Under FL, clients perform local updates and a central aggregator computes an update
rule (\mathcal{A}) to obtain (wA{t+1} = \mathcal{A}({ \Delta w_i"t})).

Constraints:

e Privacy: We desire an algorithm (\mathcal{A}) such that adversaries (server or
external) cannot learn sensitive information about (\mathcal{D}_i). Formally, DP
provides ((\varepsilon,\delta))-guarantees on update disclosures.

e Accuracy: Minimize (F(w)) to achieve clinically useful metrics (AUC, sensitivity).

o Heterogeneity: (\mathcal{D} i) are non-IID, possibly skewed in label distributions
or covariates.

3.2 Trade-off characterization
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Noise injection for DP (e.g., Gaussian noise added to updates) reduces information
leakage but perturbs updates, harming convergence and final accuracy. Secure
aggregation prevents the server from seeing per-client updates but does not defend
against colluding clients. Compression/sparsification to reduce communication can
eliminate informative components of gradients, again reducing accuracy if not carefully
designed. Thus, balancing privacy and accuracy requires algorithmic innovations
(privacy-aware optimizers, adaptive noise schedules) and system choices (client
selection, personalization).

4. Algorithmic Techniques for Heterogeneous Healthcare Data
4.1 FedAvg and its limits

FedAvg (McMahan et al., 2017) aggregates local weight updates after (E) local epochs.
Under IID data and homogeneous clients, FedAvg achieves strong performance. In
healthcare, where label imbalance and site-specific instrumentation produce large
distribution shifts, FedAvg can converge slowly or to suboptimal models (Zhao et al.,
2018).

4.2 Mitigating statistical heterogeneity

o FedProx (Li et al., 2020): Adds a proximal term (\frac{\mu}{2}|w - w/{t}|*2) to local
objectives to limit local drift and improve stability across heterogeneous clients.

« SCAFFOLD (Karimireddy et al., 2020): Uses control variates to reduce client-
drift variance and correct biased updates.

o Personalization: One can train a global model and perform local fine-tuning (or
meta-learning approaches like Per-FedAvg) to obtain client-adapted models with
better local performance (Smith et al., 2017).

4.3 Optimization and communication efficiency

« Compression /| sparsification (Sattler et al., 2019): SignSGD, Top-k
sparsification, and quantization reduce communication cost and can operate with
secure aggregation.

o Adaptive learning / server optimizers (FedOpt): Applying server-side
optimization (Adam, Yogi) to aggregated updates can improve convergence.

4.4 Handling small local datasets and label scarcity

Healthcare sites frequently have few labeled examples for rare conditions. Techniques
include multi-task learning, semi-supervised FL (leveraging unlabeled local data), and
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transfer learning from pre-trained encoders (e.g., ImageNet pretraining for imaging
tasks) combined with federated fine-tuning.

5. Privacy, Security, and Cryptographic Defenses
5.1 Differential privacy in FL

DP provides an information-theoretic bound on output sensitivity to individual records.
Two widely used DP strategies in FL:

e Local DP (LDP): Clients perturb gradients locally before sending to server; strong
privacy but large utility loss for complex models.

« Central DP (CDP): Server aggregates raw updates and adds noise before
releasing model requires trusting server or using secure aggregation. In FL, client-
level DP (protecting clients’ entire datasets) is crucial in healthcare (Geyer, Klein,
& Nabi, 2017).

Implementing DP requires calibrating noise (\sigma) relative to gradient clipping norms
and tracking a privacy accountant across rounds (Abadi et al., 2016).

5.2 Secure aggregation and cryptography

Secure aggregation enables the server to compute aggregate sums of client updates
without observing individual updates (Bonawitz et al., 2017). In cross-silo healthcare
settings with a small number of clients, MPC protocols or homomorphic encryption (HE)
can be practical, albeit with greater computational overhead. Combining secure
aggregation with DP (adding noise after aggregation) yields stronger privacy guarantees
while minimizing per-client noise.

5.3 Trusted execution and auditability

Trusted Execution Environments (TEEs), e.g., Intel SGX, can process encrypted updates
and run aggregation securely, enabling verification and preventing server tampering.
However, TEEs introduce supply-chain and side-channel risks and must be combined
with attestation and robust update mechanisms.

5.4 Threats specific to healthcare FL

« Membership inference on rare disease cases: Attackers may try to detect
whether a patient's data contributed to training; this risk is elevated for rare
diagnoses.

« Backdoor attacks (Byzantine clients): Malicious participants can inject poisoned
updates to cause targeted misclassification (Bagdasaryan et al., 2020). Robust
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aggregation rules (median, trimmed mean) and anomaly detection on updates can
mitigate such attacks.

6. Evaluation: Metrics, Benchmarks, and Experimental Protocols
6.1 Predictive performance metrics

In healthcare, typical metrics include AUC, sensitivity/specificity, F1, calibration (e.g., Brier
score), and decision-curve analysis. Importantly, per-site metrics should be reported to
capture heterogeneity.

6.2 Privacy metrics

o DP metrics: report ((\varepsilon,\delta)) budgets and accounting method (moments
accountant).

« Empirical leakage: measure membership inference attack success rates as a
function of noise and aggregation.

6.3 Robustness and fairness

Evaluate robustness to Byzantine clients (poisoning), model stability across client
populations, and fairness metrics stratified by demographics (age, gender, ethnicity),
payer status, and device type.

6.4 Protocols for clinical validation
« Temporal splits: Avoid leakage by using temporal holdouts.

o Cross-site validation: Evaluate model trained in federated regime on held-out
institutions unseen during training to assess generalization.

e Operational trials: Simulate deployment under realistic network constraints
(bandwidth, dropouts).

7. Healthcare Use Cases and Domain Considerations
7.1 Medical imaging

Federated learning has been used to train CNNs for radiology (CT, CXR) and
histopathology without sharing images (Sheller et al., 2020). Imaging tasks benefit from
large cross-site cohorts that reduce domain bias (scanner differences). Preprocessing
standardization and federated normalization layers can reduce covariate shifts.

7.2 Electronic health records (EHRs) and tabular data

EHR datasets include heterogeneous feature sets (structured codes, free text, time
series). FL approaches must handle missingness and differing code ontologies (ICD
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versions). Embedding alignment and federated feature learning are active research
areas.

7.3 Genomics and multi-omics

Genomic data are both highly sensitive and high dimensional. Federated learning or
secure model stitching can support variant effect prediction and polygenic risk scoring
across consortia while minimizing data exposure (Brisimi et al., 2018).

7.4 Telemedicine and edge devices

Cross-device FL (e.g., mobile health apps, wearables) introduces intermittent connectivity
and resource constraints. On-device model compression and asynchronous aggregation
are necessary adaptations.

8. Personalization, Fairness, and Clinical Utility
8.1 Personalization strategies

Instead of a one-size global model, personalization improves local performance: fine-
tuning a global model on local data, multi-task federated approaches, and meta-learning
for fast adaptation (Per-FedAvg). Personalization poses privacy tensions fine-tuning may
overfit to local idiosyncrasies but preserves local accuracy.

8.2 Fairness across client populations

Federated training must avoid privileging large institutions at the expense of small, under-
served hospitals. Weighting schemes in aggregation, fairness-aware loss reweighting,
and per-client utility constraints can help (Li et al., 2021).

8.3 Calibration and clinical decision thresholds

Models must be calibrated for decision thresholds appropriate to clinical workflows.
Federated approaches should evaluate calibration across sites and provide clinicians with
uncertainty estimates.

9. Systems, Orchestration, and Practical Deployment
9.1 Cross-silo vs cross-device deployment models

Cross-silo FL (institutions) enjoys reliable compute, constant availability, and relatively
small client counts; cross-device FL requires robust fault tolerance and scalable
orchestration. Healthcare consortia typically adopt cross-silo FL.

9.2 Communication, orchestration, and MLops
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e Orchestration: Use secure coordinators to schedule rounds, mediate updates,
and log training artifacts.

o Model lifecycle: Versioning, model cards, and governance for auditability (Mitchell
et al., 2019).

« Monitoring: Track model drift, per-site performance, and privacy budgets.
9.3 Infrastructure requirements

o Network provisioning for frequent model rounds.

« HSMs and TEEs for key management and secure processing.

e Logging and compliance pipelines that avoid storing PHI.
10. Case Study: Multi-Institutional Sepsis Prediction (lllustrative)

Setup: Five hospitals collaborate via cross-silo FL to develop an early sepsis detection
model from EHR time series. Each hospital has 10k—100k ICU stays; labels are scarce
at some sites.

Design decisions:
o Use FedProx to reduce client drift due to differing treatment protocols.

o Employ secure aggregation and client-level DP with (\varepsilon=5) (conservative)
using moments accountant.

« Personalize via local fine-tuning of the global model for each hospital.

Outcomes: Preserved patient privacy (DP and secure aggregation), achieved average
AUC within 1-2% of centralized baseline, and improved local calibration after
personalization. Operationally, aggregation rounds scheduled nightly to accommodate
clinical workflows.

11. Adversarial Threats and Robustness
FL must defend against:

« Data poisoning/backdoors: robust aggregation (median, trimmed mean),
anomaly detection on updates.

« Inference attacks: DP, gradient clipping, and limiting debug/explainability outputs
reduce leakage.

o Insider threats: governance, attestation, and legal agreements.
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Robustness evaluation should include adversarial simulations during pre-deployment red
teaming.

12. Regulatory, Legal, and Ethical Considerations
12.1 HIPAA and GDPR implications

Federated workflows can map to HIPAA’s minimum necessary principle; however, model
updates may still contain PHI in latent form. Legal teams must evaluate data
controllers/processors roles, consent, and data subject rights. GDPR considerations
require demonstrable safeguards and data-protection impact assessments.

12.2 Consent, transparency, and patient trust

Consent mechanisms need clarity about model use, with options for opt-out and
transparent documentation (model cards, privacy statements). Patient trust is enhanced
by clear audit trails and avenues to contest algorithmic decisions.

12.3 Inter-institutional agreements and liability

Memoranda of understanding should define data stewardship, model ownership, liability
for model errors, and incident response protocols.

13. Evaluation Benchmarks and Reproducibility

Establishing benchmarks for healthcare FL requires public, privacy-preserving datasets
or synthetic proxies (PhysioNet, MIMIC with restricted access, or synthetic EHR
generators). Reproducibility requires open code, model cards, and explicit reporting of
DP accounting, secure aggregation details, and selection biases.

14. Future Directions
14.1 Hybrid privacy mechanisms and adaptive noise

Research is moving toward adaptive DP where noise budgets vary by round and by client
sensitivity. Combining secure aggregation with minimal DP noise added post-aggregation
is promising for accuracy preservation.

14.2 Federated multi-modal and continual learning

Integrating imaging, genomics, and EHR in a federated multi-modal model will require
architectural innovations for differing feature modalities and continual learning to adapt to
evolving clinical practices.

14.3 Quantum-aware and post-quantum federated learning
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Quantum computing and quantum cryptography may influence FL by changing
cryptographic baselines (Fatunmbi, 2023). Post-quantum cryptography must be
integrated to protect models and logs for long-term privacy.

14.4 Standardization and certification

Standards bodies should define interoperable protocols for FL in health, including privacy
guarantees, audit requirements, and security baselines.

15. Practical Recommendations and Checklist
For healthcare consortia planning FL:
1. Start small: PoC with 3-5 sites and a well-defined clinical task.

2. Choose architecture: Cross-silo FL for institutional collaborations; use FedProx
or SCAFFOLD if heterogeneity is high.

3. Privacy baseline: Implement secure aggregation + client-level DP; track
((\varepsilon,\delta)).

4. Robustness: Test against poisoning/backdoor attacks; use robust aggregation
and anomaly detection.

5. Governance: Legal agreements, model cards, and audit logs.
6. Monitoring: Per-site performance dashboards and drift monitoring.

7. Scaling: Address communication via compression and sparse updates; consider
asynchronous rounds as needed.

16. Conclusion

Federated learning provides a pragmatic path for healthcare systems to collaboratively
develop high-quality predictive models while respecting privacy and regulatory
constraints. Achieving an effective balance between privacy and predictive accuracy
requires carefully designed algorithms (to handle heterogeneity), cryptographic and DP
protections (to limit leakage), and rigorous evaluation (across sites and demographics).
The interplay of personalization, fairness, and operational constraints frames research
and deployment decisions. As federated learning matures, standards, benchmarks, and
cross-disciplinary collaboration among clinicians, engineers, legal teams, and ethicists
will be essential to realize its benefits for patient care.
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